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pipe FHIRE MK

struct pipe inode_info {

}s

struct mutex mutex;
wait queue_head t rd_wait, wr_wait;

unsigned int head;

unsigned int tail;

unsigned int max_usage;
unsigned int ring size;

unsigned int readers;

unsigned int writers;

unsigned int files;

unsigned int r_counter;

unsigned int w_counter;

struct page *tmp_page;

struct fasync_struct *fasync_readers;
struct fasync_struct *fasync_writers;

struct pipe buffer *bufs;

struct user_struct *user;

low addr
addr
+ ____________________________________________
L0 L >271771771>
+ ____________________________________________
A ----> A
I I
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enum iter_type {

/**

* struct pipe_buffer - a linux kernel pipe buffer

* (@page: the page containing the data for the pipe buffer
*  @offset: offset of data inside the @page

* @len: length of data inside the @page

*

@pipe_buf_operations.

* @flags: pipe buffer flags. See above.
* @private: private data owned by the ops.

**/

struct pipe_buffer {
struct page *page;
unsigned int offset, len;

const struct pipe_buf_operations *ops;

unsigned int flags;
unsigned long private;

@ops: operations associated with this buffer. See }s

/* iter types */

ITER_IOVEC = 4,

ITER_KVEC = 8,

ITER BVEC = 16,

ITER PIPE = 32, [/ BARIEEERKEIERA T pipe FH)
ITER _DISCARD = 64,

struct iov_iter {

¥

// include/linux/pipe_fs _i.h

#define PIPE_BUF_FLAG_LRU ox01 /* page is on the LRU */
#define PIPE_BUF_FLAG_ATOMIC 0x02 /* was atomically mapped */
#define PIPE_BUF_FLAG_GIFT ox04 /* page is a gift */
#define PIPE_BUF_FLAG_PACKET 0x08 /* read() as a packet */
#define PIPE_BUF_FLAG_CAN_MERGE 06x19 /* can merge buffers */

}s

/*
* Bit @ is the read/write bit, set if we're writing.
* Bit 1 is the BVEC_FLAG_NO_REF bit, set if type is a
* the caller isn't expecting to drop a page reference
*/
unsigned int type;
size_t iov_offset;
size_t count;
union {
const struct iovec *iov;
const struct kvec *kvec;
const struct bio_vec *bvec;
struct pipe_inode_info *pipe;

¥
union {
unsigned long nr_segs;
struct {
unsigned int head;
unsigned int start_head;
};
¥

bvec and
when done.



pipe_read(struct kiocb *iocb, struct iov_iter *to)

eiocb: PFHEIREN=RI pipe ZEMHARIISET
«to: NEIBIEHFRAVEUERES ANRIHETT,

iov_iter EfXESEAY,

RBURAE: EMEipipe->bufs#id,
¥ Hcopy page to iterfibufHii]—
B A pageEHlFiterdr, WHiter
pipe, WIAEHIEESIH, WLy
P BT K 1] 4 i 6 1) gl & AR S

pipe_read(pipe-=>iter)

l

other_callpoint ‘ copy_page to_iter

I -
with iov ita is pipe iter KVEC+BVEC ITEF{PPE
copy to iter copy page to iter pipe
|
v
‘ _copy _to iter
iter is _pibé -. “ather
v v
copy _pipe_to_iter ‘ iterate_and advance???
v

‘ memcpy to page(per page)

................Gth_er type
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copy page to iter iovec



pipe_read(struct kiocb *iocb, struct iov_iter *to)

eiocb: HFHEIREN=EI pipe EXARVIEET pipe_read(pipe->iter)
«to: NEBEIZHEAIZIREES ARItTT,
iov_iter EfXESEAY,
other_callpoint ‘ copy_page to_itpr
with iou_i{”ér\ is pipe iter K_\_{EC+-BVE€N ITEF{PPE sther type
REMAE: 1 fpipe->bufsid, Ny v Y
,fi )EH copy_page_ tO_ 1 ter‘)l%‘ buf |:|:| EI(J - copy to iter copy page to iter pipe copy _page to iter iovec

A pageH HlFliterd, WMEiter |
pipe, WIAREHIE S, HILLAEHH [ i
L1 % 48 7 5 R 48 RS R - |

iter is _pip"'é -. “ather
v v
copy _pipe_to_iter ‘ iterate_and advance???
v v

push_pipe ‘ memcpy to page(per page)



copy_page_to_iter _pipe

HT-copy_page_to_iter_pipe™ pipe buf ;& E¥5| FHEARTT, KRS buf i) 77 06 20 fro8 4% R 1)
BIA =G NZFEERTLHE A,  MX PO UE R T MERGE fE47. 2R1M 7] L 2] 52K recv pipe buf
SERR L2 F A ETRE, BE N FERABBRK T, FTHE flags FB !

static size t copy page to iter pipe(struct page *page, size t offset, size t bytes,
struct iov_iter *i)

{
buf->ops = &page cache _pipe buf ops;
// BEINZIUL] refcount
get_page(page);
buf->page = page; // HEZIIHCHMWRI
buf->offset = offset;
buf->len = bytes;
/¥ 11 REEENE, XEEAXN buf [ flag FRERAIMHML! */
pipe->head = i head + 1;
i->iov_offset = offset + bytes;
i->head = i _head;

out:

i->count -= bytes;
return bytes;



pipe write: FEZ#E Miter5

o

PRACE — B

head = pipe->head;

was_empty = pipe_empty(head, pipe->tail);

chars = total_len & (PAGE_SIZE-1);

if (chars && !was_empty) {
unsigned int mask = pipe->ring _size - 1;
struct pipe buffer *buf = &pipe->bufs[(head - 1) & mask];
int offset = buf->offset + buf->len;

if ((buf->flags & PIPE BUF FLAG CAN_MERGE) &&
offset + chars <= PAGE_SIZE) {
ret = pipe_buf confirm(pipe, buf);
if (ret)
goto out;

ret = copy page from_iter(buf->page, offset, chars, from);
if (unlikely(ret < chars)) {

ret = -EFAULT;

goto out;

}

buf->len += ret;
if (liov_iter count(from))
goto out;

| 2l pipe

MRS HET pipe buf HE & AELEEIE,
o FHEEBKEARTK/DRIEE S
« pipe bufJECiGHI B+
pipe CHEIEK E+
iteri K Emod 11 K/ < PAGE_SIZE,
MBI iterFEFL—BHH R Fpipe
bufH AT EHE A I




pipe write: FEZ#E Miter5

PREER — Bt

head = pipe->head; 2 N[y 2e . o
was_empty = pipe empty(head, pipe->tail);* ﬁl:]%ﬁél HI pilpe buf EF‘E@%T?%E;&EFE,
chars = total len & (PAGE_SIZE-1); < e I )
if (chars && !was_empty) { ﬁﬂﬁ%g&gbzz%ﬁﬁ J\E{Jgﬁ,ﬁ%
unsigned int mask = pipe->ring size - 1; pipe bUfE‘]EﬁD’fﬁE*‘
pipe A Bl K+

| 2l pipe

o

struct pipe buffer *buf = &pipe->bufs[(head - 1) & ma
int offset = buf->offset + buf->len;

iter S K Emod il K/ < PAGE_SIZE,
if ((buf->flags & PIPE BUF FLAG CAN_MERGE) && M2 B iter L —BIE R Rlpipe
offset + chars <= PAGE_SIZE) { M 4o 3 I\
ret = pipe buf confirm(pipe, buf); bU'FEPJ}_E’fTﬁTE H ﬁ"
if (ret)
goto out;

ret = copy page from_iter(buf->page, offset, chars, from);
if (unlikely(ret < chars)) {

ret = -EFAULT;

goto out;

}

buf->len += ret;
if (liov_iter count(from))
goto out;



pipe write: FEZ#E Miter5

o

BRI — B
head = pipe->head;

| 2l pipe

was_empty = pipe_empty(head, pipe->tail);*
chars = total_len & (PAGE_SIZE-1); <«

if (chars && !was_empty) {
unsigned int mask = pipe->ring _size - 1;
struct pipe buffer *buf = &pipe->bufs[(head - 1) & ma
int offset = buf->offset + buf->len;

if ((buf->flags & PIPE BUF FLAG CAN_MERGE) &&
offset + chars <= PAGE_SIZE) {
ret = pipe_buf confirm(pipe, buf);
if (ret)
goto out;

ret = copy page from_iter(buf->page, offset, chars, from);
if (unlikely(ret < chars)) {

ret = -EFAULT;

goto out;

}

buf->len += ret;
if (liov_iter count(from))
goto out;

MRS HET pipe buf HE & AELEEIE,
» FHEEBKEARTK/DRIEE S
pipe buffFEIEHI B +

pipe CHEIEK E+
iteri K Emod 11 K/ < PAGE_SIZE,

W xBEL T iter L —BRIH A Flpipe

bufrh HEATHE 5 I
offset+len
offset offset+len +lter_len

Iter_content ﬂij,é%

7 [A]

\
Y
PAGE_SIZE



do_splice(): B3 fd HIEHE B3 kR —AN fd

/*

* Determine where to splice to/from.

*/

long do splice(struct file *in, loff t _ user *off _in,
struct file *out, loff t _ user *off_ out,
size t len, unsigned int flags)

struct pipe_inode_info *ipipe;
struct pipe_inode_info *opipe;
ipipe
opipe

get pipe info(in);
get pipe info(out);

.. H X EFrom-fdfile, To-fd Apipe,
’ HD dE M SC A% 12 2 T 1 1 L

/7 A% NS ) e

if (opipe) {

ret = wait for space(opipe, flags);
// WIRZF] pipe FETINZIHG
if (!ret) {
unsigned int p_space;
/1 REUR AR 185 R
/* Don't try to read more the pipe has space for. */
p_space = opipe->max_usage - pipe occupancy(opipe->head, opipe->tail);
len = min_t(size_t, len, p_space << PAGE_SHIFT);
/] PATRIERIfE IR AR
ret = do splice to(in, &offset, opipe, len, flags);

}

return ret;



do_splice_to ()

/*

* Attempt to initiate a splice from a file to a pipe.

*/

static long do_splice_to(struct file *in, loff_t *ppos,
struct pipe_inode_info *pipe, size t len,

unsigned int flags)

{
... //some security check
// M splice_read %k
if (in->f_op->splice_read)
return_in->f op->splice_read(in, ppos, pipe, len, flags);
return default file splice read(in, ppos, pipe, len, flags);
}

// fs/extd/file.c

const struct file_operations ext4_file operations = {

.read_iter

ext4_file read_iter,

.splice read

generic file splice read,

}s

H%From-fd file, To-fdApipe,
ED %4 M SO AR 38 BB TE 115 1L

ssize t generic file splice read(struct file *in, loff t *ppos,
struct pipe_inode_info *pipe, size t len,

unsigned int flags)

// WRYE pipe ZEityik, G iov_iter Z5H
iov iter pipe(&to, READ, pipe, len);
i _head = to.head;

// Al kiocb Z5H

init sync kiocb(&kiocb, in);
kiocb.ki_pos = *ppos;

// M call_read_iter ${TSEPri08E EimegiE 1 !

ret = call read iter(in, &kiocb, &to);




do_splice_to ()

/*
* Attempt to initiate a splice from a file to a pipe.
*/
static long do_splice_to(struct file *in, loff_t *ppos,
struct pipe_inode_info *pipe, size t len,
unsigned int flags)

{
... //some security check
// WA splice_read %
if (in->f_op->splice_read)
return_in->f op->splice_read(in, ppos, pipe, len, fla
return default file splice ré¢ad(in, ppos, pipe, len, flags);
}

// fs/extd/file.c
const struct file operations ext4 file operations =

.read_iter

ext4 _file read_iter,

3

e !
.splice read generic_file splice_read;

}s

H&VEFrom-fd file, To-fd Npipe,
ED %4 M SO AR 38 BB TE 115 1L

ssize t generic file splice read(struct file *in, loff t *ppos,

struct pipe_inode_info *pipe, size t len,
unsigned int flags)

// WR¥E dipe Z5HIA, GI%E iov_iter Z5H
iov_iter|pipe(&to, READ, pipe, len);

i _head =|to.head;

// Q& Kiocb #5#4

init syn¢ kiocb(&kiocb, in);

kiocb.ki}pos = *ppos;

// A dall_read_iter $ATSEPRAEIEALmERIE ! !
call read iter(in, &kiocb, &to);

extd file_read_iter
ﬁﬁﬁl% |

generic_file_read_iter

from

generic_file_buffered read

Av4




RIZE BIExploit

1. AIEEE (SO AEHR - 0_DIRECT)

2. FEEPEESAKRES, 1159 pipe 4iMEH A page buf 1) flag & HAIXE [
PIPE_BUF_FLAG_CAN_MERGE #Frdi.

3. MiZFIEPHEIR Ik, B page buf.

4. WA splice, KHFIBKEASTR/DPNFFRIRRCAEIE, KB xEEd. XEEEER head (I E
, BhSH— page buf, H page FEFHFESF, flags N PIPE_BUF_FLAG_CAN_MERGE.

5. KN page buf fEEAECH AWM Flags, KFX B flags KR RE N
PIPE_BUF_FLAG_CAN_MERGE.

6. BEEMASAZEEDTSANEWEYE, XFMHT PIPE_BUF_FLAG_CAN _MERGE HnEAMRIELE, HiE NHIETE
¥HP#ES page buf Frfa RIS 2245 5 5

7. Jﬁtgﬂﬁ)‘il‘uﬂiii#, M N AZ 215 848 25U B SCHF R AR AR B, X Rk BE N 2 AR s XS I H



MR ERIE: Kali Linux 2022
Linux commit id: f6dd975583bd
T R SLbRIZAT.

O B linux

W B 2 1%linux: menu or manual.

iR R G P P 1 )

T 2 13 busybox

“miEexp

BB ERMinux¥F 1 init script, /etc/passwd, launch.sh.
qemu) 31!

F MR passwd 5 114 2314k,

O NOUAEWNRE


https://github.com/torvalds/linux/commit/f6dd975583bd8ce088400648fd9819e4691c8958

iR

* Long ago, struct pipe_buf_operations had a field called can_merge.

« Commit 5274f052e7b3 “Introduce sys_splice() system call” (Linux 2.6.16, 2006) featured the splice() system call,
introducing page_cache_pipe_buf _ops, a struct pipe_buf_operations implementation for pipe buffers pointing into
the page cache, the first one with can_merge=0 (not mergeable).

 commit 241699cd72a8 “new iov _iter flavour: pipe-backed” (Linux 4.9, 2016) added two new functions which allocate
a new struct pipe_buffer, but initialization of its flags member was missing.

e« Commit 01e7187b4119 “pipe: stop using ->can_merge” (Linux 5.0, 2019) converted the can_merge flag into a
struct pipe_buf_operations pointer comparison because only anon_pipe_buf_ops has this flag set.

¢ Commit f6dd975583bd “pipe: merge anon_pipe_buf* ops” (Linux 5.8, 2020) converted this pointer comparison
to per-buffer flag PIPE_ BUF_FLAG_CAN_MERGE.




Zlib for daily logs
Access Logs(HTTP Metadata) :::_/—3

By UDP multicast datagrams

Web servers Logging Server

cmdall

HTTP

HTTP Logs of a month
As a single .gz file

Or, zip file

Domain



Zlib for daily logs
Access Logs(HTTP Metadata) Q

By UDP multicast datagrams

Web servers Logging Server

Windows users can’t handle .gz files, BUT

cmdall

HTTP

HTTP Logs of a month

As a single .gz file

central
Or, zip file

directory

another header

Domain
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Normal end of a proper daily file(.gz file)

00000510 00 00 ff ff
00000600 03 00 9c 12 b _f5 f7 4a 00 00

Corrupted file end

00000510 00 00 ff ff
00000600 03 00 50 4b 01 02 le 03 14 00

Tips:

00 00 ff ff &iditndfr

03 00 empty “final” block
9c 12 @b f5 CRC32

7 4a 00 00 A JEZE K/
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Normal end of a proper daily file(.gz file)

00000510 00 00 ff ff
00000600 03 00 9c 12 b _f5 f7 4a 00 00

Corrupted file end

00000510 00 00 ff ff
00000600 03 00 50 4b 01 02 le 03 14 00

all of them had the same CRC32 and the same
“file length” value.

llliiiiill

Tips:

00 00 ff ff &iditndfr

03 00 empty “final” block
9c 12 @b f5 CRC32

7 4a 00 00 A JEZE K/
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Normal end of a proper daily file(.gz file)

00000510 00 00 ff ff Tips:

00000600 03 00 9c 12 Ob f5 f7 4a 00 00 00 00 ff ff Z5tnEfNL
03 00 empty “final” block

9c 12 @b f5 CRC32
f7 4a 00 00 A JE4H AR/

Corrupted file end

00000510 00 00 ff ff
00000600 03 00 50 4b 01 02 le 03 14 00

all of them had the same CRC32 and the same 50 4b 01 02 1e 03 14 @0
“file length” value.

 504bis “PK”

/ * 0102 is the code for central directory file header.
¢ these 8 bytes * “Version made by” = 1e 03; Ox1e = 30 (3.0); 0x03 = UNIX
S

tared @ * “Version needed to extract” = 14 00; 0x0014 = 20 (2.0)
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Normal end of a proper daily file(.gz file)

00000510 00 00 ff ff Tips:

00000600 03 00 9c 12 Ob f5 f7 4a 00 00 00 00 ff ff LigkrdEfr
03 00 empty “final” block

9c 12 @b f5 CRC32
f7 4a 00 00 A JE4H AR/

Corrupted file end

00000510 00 00 ff ff
00000600 03 00 50 4b 01 02 le 03 14 00

all of them had the same CRC32 and the same 50 4b 01 02 1e 03 14 @0

“file length” value.

 504bis “PK”

/ * 0102 is the code for central directory file header.
4at these g bytes * “Version made by” = 1e 03; Oxle = 30 (3.0); 0x03 = UNIX
stare * “Version needed to extract” = 14 00; 0x0014 = 20 (2.0)
There is one process which generates “PK” headers, though; it’s the web service

which constructs ZIP files on-the-fly. But this process runs as a different user which
doesn’t have write permissions on these files. It cannot possibly be that process.
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Local file header 1

File data 1

Data descriptor 1

File header 1

Local file header 2

File header 2

File data 2

Data descriptor 2

File header n

Local file header n

Digital signature

File datan

Zip6d end of central directory record

Data descriptor n

Zipbd erd of central directory locator

Archive decryption header

End of central directory record

Archive extra data record

Gentral directory
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* there were 37 corrupt files within the past 3 months
* they occurred on 22 unique days

* 18 of those days have 1 corruption

* 1 day has 2 corruptions (2021-11-21)

* 1 day has 7 corruptions (2021-11-30)

* 1 day has 6 corruptions (2021-12-31)

* 1 day has 4 corruptions (2022-01-31)

Only the primary log server had corruptions (the one which
served HTTP connections and constructed ZIP files).

The standby server (HTTP inactive but same log extraction
process) had zero corruptions.

the web service writes a ZIP header:

* Read from .gz file

* uses splice() to send all compressed files

 finally uses write() again for the “central directory
file header” , which begins with 50 4b 01 02 1e 03
14 00, exactly the corruption.
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* there were 37 corrupt files within the past 3 months

* they occurred on 22 unique days the web service writes a ZIP header:

* 18 of those days have 1 corruption * Read from .gz file

* 1 day has 2 corruptions (2021-11-21) » uses splice() to send all compressed files

* 1 day has 7 corruptions (2021-11-30) « finally uses write() again for the “central directory
* 1 day has 6 corruptions (2021-12-31) file header” , which begins with 50 4b 01 02 1e 03
* 1 day has 4 corruptions (2022-01-31) 14 00, exactly the corruption.

Only the primary log server had corruptions (the one which
served HTTP connections and constructed ZIP files). The last day of the month is always
The standby server (HTTP inactive but same log extraction followed by the “PK” header. That’s why
process) had zero corruptions. it’s more likely to corrupt the last day.




HETRE.....?

After being stuck for more hours, after eliminating everything that was definitely
impossible (in my opinion), | drew a conclusion: this must be a kernel bug.



HETRE.....?

After being stuck for more hours, after eliminating everything that was definitely
impossible (in my opinion), | drew a conclusion: this must be a kernel bug.

In a moment of extraordinary cIarity, | hacked two C programs.
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#include <unistd.h>
int main(int argc, char **argv) {

for (5;) write(1l, "AAAAA", 5); log splitter
}

// ./writer >foo

#define _GNU_SOURCE

#include <unistd.h>

#include <fcntl.h>

int main(int argc, char **argv) {

for (55) { |
splice(0, 0, 1, 0, 2, 0); ZIP generator
write(1, "BBBBB", 5);

}

}
// ./splicer <foo | cat >/dev/null
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B H SR BT

#include <unistd.h>

int main(int argc, char **argv) {
for (;;) write(1, "AAAAA", 5);

}

// ./writer >foo

B

#define _GNU_SOURCE
#include <unistd.h>
#include <fcntl.h>
int main(int argc, char **argv) {
for (55) {
splice(o, 0, 1, 0, 2, 0);
write(1l, "BBBBB", 5);
}

}
// ./splicer <foo |cat >/dev/null

All bugs become shallow once they can be reproduced.
A quick check verified that this bug affects Linux 5.10
(Debian Bullseye) but not Linux 4.19 (Debian Buster).
There are 185 011 git commits between v4.19 and
v5.10, but thanks to git bisect, it takes just 17 steps to
locate the faulty commit.

Binary Search



Truth

the write() call that writes the central directory file header
will be written to the page cache of the last compressed file

Why only the first 8 bytes of that header? Actually, this operation
does not increase the file size. The original file had only 8 bytes of
“unspliced” space at the end

the page cache is always writable (by the kernel), and writing
to a pipe never checks any permissions.
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1. Authorized Keys
2. Setuid file

3. CronlJob
4

Dirty Pipe Exploit CVE-2022-0847 — Raxis
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e Y
1. TAEARRE, 15

FIR
2. FEMD53RA
SessionKey4 A

%Digesn

FaigClientt A EFRNE
<eeooo..__. Serverififyauthorized_keyH

pubKey(R

Server

authorized keys

ERRREHLER,

FH AClienth9 2}
AREZE, &

FlpubKey(R).



https://raxis.com/blog/exploiting-dirty-pipe-cve-2022-0847

2% 5 r

e Linux Dirty Pipe CVE-2022-0847 Jilil 7> #T | Kiprey's Blog

* The Dirty Pipe Vulnerability — The Dirty Pipe Vulnerability documentation

* Dirty Pipe Exploit CVE-2022-0847 — Raxis

* AlexisAhmed/CVE-2022-0847-DirtyPipe-Exploits: A collection of exploits and documentation that can be
used to exploit the Linux Dirty Pipe vulnerability.

* pwncollege/pwnkernel: Kernel development & exploitation practice environment.

» ZIP (file format) — Wikipedia

e Zlib Flush Modes

» filemap.c - mm/filemap.c - Linux source code (v5.4) — Bootlin

* https://tryhackme.com/room/dirtypipe -- JE ¥ FE 40 1 S g D 52 2%



https://kiprey.github.io/2022/04/dirty-pipe/#%E4%B8%80%E3%80%81%E7%AE%80%E4%BB%8B
https://dirtypipe.cm4all.com/
https://raxis.com/blog/exploiting-dirty-pipe-cve-2022-0847
https://github.com/AlexisAhmed/CVE-2022-0847-DirtyPipe-Exploits
https://github.com/pwncollege/pwnkernel
https://en.wikipedia.org/wiki/ZIP_(file_format)#Central_directory_file_header
https://www.bolet.org/%7Epornin/deflate-flush.html
https://elixir.bootlin.com/linux/v5.4/source/mm/filemap.c#L2274
https://tryhackme.com/room/dirtypipe
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